PEKOMEH/JATINA
0 Mepax II0 MOBBLIIIeHUIO 3alULIeHHOCTU UH(POPMALIMOHHON HHAPaCTPYKTYPbI
obpasoBaTenbHLIX yupexxaenui Poccutickoit ®eneparyiu

AnHanu3 cBefeHMit 00 yrposax OesoracHocTH WHAOpPMaLUKM, ITPOBOAUMBIM
B YC/IOBUSIX CKJafplBaroleics OOCTAaHOBKM, VKa3blBaeT Ha yBeJUUEHWe Yuc/a
KOMIIBIOTE@PHBIX aTaK U CBA3aHHEBIX C HUMH yTeueK IepCOHANbHbIX JaHHBIX,

ITpomomskaroT (pukcHpoBaThCsi (akThl HOBIIOTO0 KOJTHUECTBA (PULIHHTOBBIX ITHCEM,
IIONBLITOK BHE/JPEHUs] BUPYCOB-LIN(POBA/IBIIMKOB Yepe3 IMOUTOBLIE BOXKEHWs, a TakKKe
PaCcChIIOK 3aBefjOMO JIOKHBIX coo01eHnit 06 akTax TeppopusMa.

B upensax mnpepoTrsBpailieHusl peanusaliud yrpo3 0e30macHOCTH HH(POPMAaLMOHHON
UH(PaCTPYKTYpbl 00pa3oBaTe/bHEIX yupeXxaeHui Poccuiickoit @emeparin HeoOXOAUMO
MIPUHATH [ONOJHUTe/IbHBIE MePhI 3aIlUTH UH(OPMAITUK:

1. Ob6ecneunts TIpUMeHEHWEe CpPEACTB AaHTUBUPYCHOW 3al[UTbl M aHTHCIIAMa,
a Takke CBOeBpeMeHHoe 0OHOBR/eHne uX 0a3 JJaHHBIX.

2. Hactpouts B cpencTBax aQHTUBUPYCHOU 3aIUThl, aHTHCIIama
(TIp¥ HaNWUYKMM) IPOBEPKY BCEX MOCTYIAIOIUX Ha MeKTPOHHYIO TIOUTY BIOKEHHH.

3. IlpoundopmupoBats Mo/Ib30BaTesel uHGbOpMaIiOHHOM CUCTEMBI
0 HeobxoguMoCTH Ge30macHoM paboThl € 3/IEKTPOHHOM TTOYTOH, 8 UMEHHO:

- BHMMarTe/IbHO TIPOBepATh afpec OTIIpaBUTeis], JaXke B C/lydae COBMaJeHUsI UMeHU
C Y’Ke U3BeCTHBIM KOHTAKTOM;

- He OTKPBIBAaTh NHACbMa OT HEU3BECTHBIX a/lpecaToB;

- IPOBEPAATh TIMCbMA, B KOTOPBIX COZIEPXKATCsl MPHU3bIBLI K AeHCTBUSAM (Hampumep,
«OTKDOW», «IIpPOUHTai», «03HAKOMBLCSI»), a Takke C TeMaMM MNpo (GUHAHCH, OaHKH,
reONONUTUUeCKYI0 0OCTaHOBKY WX YIPO3LI;

- He TIepexOZMTh IO CCBUIKAM, KOTOpble COZiepaTcs B 3/eKTPOHHBIX ITHUCHMaX,
0CcO0eHHO ec/Iu OHU JTMHHBIE WIH HA000POT, UCTIO/NL3YIOT CePBUCHI COKpAIleHHsT CChLIOK
(bit.ly, tinyurl.com u T. 1.);

- He Ha)KUMarThb Ha CCbUIKM U3 IUCHbMa, eC/IU OHU 3aMeHeHbI Ha C/10Ba;

- IPOBEPATh CCHIIKY, JaXe eC/d NMCbMO TIO/IyueHO OT JAPYIroro I0/1b30BaTesist
VH(OPMalMOHHON CHCTeMBbI;

- He OTKpBIBaThb B/IOXKEHUS, OCOOEHHO eC/iM B HHUX COJEpXKaTcsl [JOKYMEHTEI

C MaKpoCaMH, apXuBHI C TIapoJIsiMH, a Takke (aiianl ¢ pacumpenusmu RTE, LNK, CHM,
VHD;



- He TIepeXOAWTb TI0 CChIIKAaM M He CKauuBaTh (aliibl, CofepXKaluecs
BO BXOJSINUX TIOUTOBBIX COOOIIEHUSAX, €CAH CpeJCTBaMU aHTUBUPYCHOM 3all|UThI
B YKa3aHHBIX BIO)KeHUsIX 00HAPYKeHO BpeIOHOCHOe TIporpaMMHoe olecrieueHue;

- BHUMaTe/bHO OTHOCHUTBCSI K TIMChbMaM Ha HHOCTDAaHHOM si3biKe, C OOJbIlUM
KO/IMUeCTBOM ToTyyatesneit u opdorpadryeckuMu onmbKamu;

- B C/lyuae MOsB/eHUs] COMHEeHW, HAlPaB/AaTh [IOJIyUeHHOe IMUCbMO KaK BIOXKEHHE
a/IMUHUCTPATOPY MH(OPMAaLIMOHHON CUCTEMBI.

4. AXTUBUPOBATh (TI0 BO3MOXXHOCTHM) MeXaHHU3MbI NTPOBEPKU 3/€KTPOHHOW II0OYTHI,
IIPOBEPKHM TIO[JIMHHOCTH JIOMEHa-OTIpaBuTesss (HarpuMmep, MCIIONb30BaTh TeXHOIOIMU
DKIM, DMARC, SPF), a TakKe HacTpOWUTb [IPOBEPKY BXOAAIUX THCEM
C UCIO/b30BaHUEM 3THUX TeXHOJIOTWM.

5. 3abnokrpoBarh (npu BO3MO>KHOCTH) TIOJIyYeHue TI0/1b30BaTe/Is
MH(GOPMAIMOHHON CUCTEMBI B 3/IeKTPOHHBIX NMCbMax BAOKeHUY c paciuuperusMu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSEF, WSH.

6. 3ab6/I0KMPOBATh [TOCTABKY IIMCEM OT 3apy0e)KHBIX [J0MEHOB-OTIIPaBUATE I M.

7. ObecrieunTh  peryispHoe  OOHOB/IeHWE  MCHOAB3YEMOr0  IIPOrpaMMHOIO
ofecrieueHus, B TOM UHC/Ie Ha CeTeBBIX YCTPORCTBAX (MapIIpyTU3aTopax, KOMMYTaTopax).

8. ObecreunTh WCII0/1b30BaHUe Y CTOMUMBLIX JJTUHHBIX naponen
a/IMUHHACTPATHUBHBIX YUeTHBIX 3aMucen.

[Ipu MOCTYIUIEHWH HA afpec JIeKTPOHHOU IIOUTHI 3aBeZOMO JIOKHOTO COODIeHHs
00 axTe Teppopu3Ma HeoOXO0AUMO MPUHATE C/le/lyIOLIe Mephl:

1. TToctynusiee coobienyie 06 akTe Teppopr3Ma He ya/dTh.

2. OcymiecTBUThL KONIUDOBaHWE TeKCTa CooOljeHMs 00 akre TeppopusMa
B BUJIe CHUMKOB 9KpaHa yCTPOMCTBa (CKPUHIIOTOB JIN60 (oToH300paykeHHi, IOy YeHHBIX
TIOCpeICTBOM UG POBOH (poTOGUKCALAN).

2.1. Ha ckpuninorax (doronzobpakeHusx) AOMKHA OTOOpaXaTbCs ClIe[yrolast
nHdopmMarus 06 obbeKTe:

- Ha3BaHMe TeMbl IHUChbMa (B TOM UHC/Ie eC/lId INIMCbMO He UMeeT Ha3BaHUA:
«<be3 TeMbI>»);

- afpec  MeKTPOHHOM  TIOUTHI ~ OTIIPABUTENS  IHChbMa,  3a(PUKCHPOBAHHLIN
B rpacde, o6o3HaueHHON peKBU3UTOM «OT:»;

- /laTa ¥ BpeMs OTIIpaB/IeHuUs [IUCbMa;



- TeKCT MHUCHbMA (BK/IOUas IMOANWCH K HeMmy, Hampumep: «C yBaxeHueMm, VBan
MBaHOB» ), KOTOPBII MOXKET COZIePKaThCsl HETIOCPEJCTBEHHO B ITUCHME M/UIK BO BIOXKEHNUH
K HeMy B BUJie IIpUKpeIUIeHHOro daiia.

2.2. 3aduKcHpoOBaTh HAa CKPHUHITIOTE/DOTOM300DaKEHUM Haluupie B IMHChbMe
B/IOKeHUS, a TaKKe IIPU OTKPBITHM €ro 3a(hMKCHUPOBATh aHAJOTUYHBIM CIOCOOOM TEKCT,
KOTOPBIA OHO COZIEP>KUT.

3. ckmiounTh  KONMpOBaHMe TeKcTa coobleHuss 06  akTe  TeppopusMa
(CKpHHILOTBI/ POTONU300paskeH ) HeHa/J|jie)Kalllero KauecTBa, 00y CJIOBIIEHHOTO
HeOpe)KHBIM KOIIMPOBaHUeM, (oTorpad¥poBaHHEeM TEKCTOB.

4.1Ipy HeBO3MOXKHOCTU (PuKcalMu coobmeHu# o6 akTe TeppopusMa B BH/e
CKDMHILOTOB/(POTOM306p)KEHNH OCYIeCTBUTh MX (DUKCAIMI0 [OCPEACTBOM (DyHKIWi
KOITHPOBAHMsA ¥ BCTaBKU B JNOKyMeHT Word (C coxpaHeHHeM YKa3aHHOW HH(opMaruu
06 obbekTe).

5. O nocrynuBmeM coobijenny o6 akTe TeppopusMa HesaMeJIUTeLHO COODITUTD
110 eIMHOMY HOMepY BBI30Ba SKCTPEHHBIX OTePaTUBHBIX CAYX6 «112» 6o B Grdkanmii
OpraH BHYTPeHHUX JieJl.

MB/I Poccun



